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Introduction
Nowadays, modern medical documentation appears most often in an online form and, therefore, requires some digital methods to ensure its confidentiality, integrity and authenticity. A digital document authenticity may be secured with the use of a digital signature based on the mathematical superposition of the encryption scheme and one-way hashing function mappings. The most practical implementations of the encryption function, used in digital signing algorithms, are founded on some difficult problems defined in the number theory, especially, on the factorization problem.
In 1994, a mathematician, Peter Shor, formulated the Shor`s algorithm [1] based on some special properties of quantum computing. This algorithm is able to find the prime factors of a given integer number. By doing so, it compromises the security of RSA and other cryptosystems based on the difficult problem of the integer numbers' factorization. The encryption based on this cryptosystem is used in some of the classical Digital Signatures protocols.
The first Quantum Digital Signature protocol was proposed in 2001 by Gottesman and Chuang [2] . This protocol was designed for classical messages only. The initial enthusiasm lasted until the publication of Barnum et al. [3] , in which it was proved that if the protocol allows the receiver to read a message before the end of the verification phase it also allows him to modify it without the risk of being detected.
Fortunately, in 2002, Zeng and Keitel [4] presented the first Arbitrated Quantum Signature (AQS) protocol. The assumption was that the arbitrator is trustworthy to both the signatory and the receiver. The arbitrator will never try to forge or disavow and will always complete the protocol on his side. This protocol makes signing quantum messages possible and it uses GHZ states (three qubit entanglement) to deliver the signature to the receiver for the verification. Next, Li et al. [5] showed that Bell states (two qubit entangled states) can be used instead of GHZ states. This protocol was later improved by Zou et al. [6] who proposed an AQS protocol without using the entangled states.
In the real commercial world, it is impossible to find the arbitrator that will be trustworthy to both a signatory and a receiver. Therefore, a new AQS protocol with an untrusted arbitrator was proposed by Yu-Guang Yang et al. [7] and later improved by Xiangfu Zou et al. [8] . This protocol enables signing only a classical message.
Another type of Quantum Digital Signature was proposed by Dunjko, Wallden and Andersson [9] in 2014. This is the protocol of Quantum Digital Signature with Quantum Key Distribution components. This protocol was later improved [10] and experimentally implemented [11] soon afterwards. This is a protocol without an arbiter and it enables signing a classical message. Its main advantage is that it can be implemented by using the equipment for quantum key distribution that is already available commercially.
To simplify, we can assume that medical documentation has a form of a vector which may be interpreted as a message.
The principles of classical and quantum signatures
The main principles of a classical Digital Signature are also valid for a Quantum Digital Signature [4, 5] :
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No disavowals principle must be provided by the protocol itself and no repudiation principle must be provided by the verification phase of the protocol.
Phases of quantum signing
The basic structure of the protocol is: 1. Initialization phase. 2. Signing phase. 3. Verification phase. The initialization phase is a basic setup in which, for example, secret keys or entangled qubits, that will be used later for teleporting data, are shared between the participants.
The signing phase is a phase in which a signatory creates a signature. This phase ends when the signatory sends a message and the signature to a receiver or an arbitrator.
During the verification phase a receiver checks if the signature matches the message and the signatory. The failure of the verification means that either some of the participants are not honest or a malevolent third party has intervened. It can also be the effect of a poor correction error.
Common elements
Common elements of Quantum Digital Signature protocols are:
-Comparing.
-Transmitting.
-Encrypting.
The most significant element of the verification phase is the ability to compare two sets of bits or qubits. For classical bits it is an easy task. There is no problem to distinguish between bit 0 and bit 1. The measurement of the qubits causes the loss of the information about the state that the qubit had before the measurement. Fortunately, there is a way to compare two unknown quantum states without measuring themit is done by the Swap Test [13] .
To compare the states of qubits q 1 and q 2 , an additional qubit q 0 must be used. The initial state of q 0 is set to |0>. In the first step, the Hadamard gate operator is used on qubit q 0 . In the next step, the Fredkin gate operator swaps the states of qubits q 1 and q 2 with qubit q 0 as a control qubit. Another steps take advantage of the Hadamard gate operator again on q 0 and then measure it. If q 1 and q 2 are equal, then q 0 will always be measured as 0. If q 1 and q 2 are different than measured, the result of q 0 will be either |0> or |1> -with 50% probability for each if q 1 and q 2 are in orthogonal states and 25% probability if they are in different orthogonal basis, for example, if q 1 belongs to the set {|0>;|1>} and q 2 to {|+>;|->}.
The classical channels can also be used for transmitting bits securely. The bits can be easily copied and processed using the standard PC equipment. Transmitting of qubits requires a quantum channel established between a sender and a receiver. One of the most promising systems that can be applied here is the Linear Optical Quantum Computing (LOQC) [14] . It uses photons as qubits. The equipment for processing the photonic qubits consists of the photon detectors, beam splitters, mirrors and phase shifters. A great advantage of LOQC is that the photons can be easily transmitted via fiber optic cables. The best results of quantum processing will be for the devices that can work on single photons.
Another practical technology to be used in QDS protocols is the Quantum Repeaters [15] -mainly a set of engineering principles and protocols that manage errors and losses in the communication networks based on the qubits transmission.
The Quantum Memory [16] may also prove useful. It allows to store the photonic qubit states for later processing in doped crystals as atomic excitations.
An exceptional example of the transmition is a key distribution for which Quantum Key Distribution protocols [17] can be used. These protocols have been proved to be unconditionally secure and, what is more important, have been already successfully implemented in several experimental facilities around the world such as DARPA Quantum Network in Massachusetts, Tokyo QKD network or Secure Communication based on Quantum Cryptography (SECOQC) in Vienna.
Usually, for communication between participants, a public board (classical public communications chan- Figure 1 . Illustration of Swap Test simulation with the use of software implemented by the authors
it can be susceptible to eavesdropping but not to the injection or alteration of messages and it cannot be blocked [6] . Additionally, the communication via the public board should be done with the identification of a writer and a time stamp.
In a typical digital signature scheme, one-way function is used instead of a plain message. It should be easy to calculate using a key and a message as the arguments and, very hard or impossible, to do the reverse calculation without knowing the key.
There are 2 quantum encryption protocol families that are used in QDS protocols:
-Quantum One-Time Pad (QOTP), -Quantum Hashing. Quantum One-Time Pads known also as Quantum Vernam Cipher [18, 19] is a technique that requires generating a key randomly, each time it is needed for encrypting and decrypting data (thus it is a symmetric encryption). The input data for the encryption is a chain of qubits and the output data is also a chain of qubits, so it can be considered as a "quantum-quantum" type encryption. First schemes of QOTP used Pauli operators. To encrypt a message, generating a 2n qubit key is sufficient, which was proved by Boykin and Roychowdhury, [19] . This is a shared key. Initially, the encryption was done by Pauli operators: σz and σx. Later, it was shown [20] that, because of the commutativity of Pauli operators, a message and a signature with this encryption can be easily forged. Non-commutative operators were proposed to replace Pauli operators [21, 22] .
A different type of QOTP was proposed by Liu et al. [23] . It is called Decoy Quantum One Time Pad. Instead of modifying the quantum state of qubits, it adds some additional qubits to the sequence of messages/signature. The insertion place in a sequence is determined by a shared key. Additionally, revealing the standard bases on the public board and, then, measuring the added qubits, can be used to detect eavesdroppers and to check for errors in transmission.
Quantum Hashing uses a chain of classical bits at input and output, thus, giving a "classical-quantum" type encryption. This function was proposed by Ablayev and Vasiliev [24] and is based on the Quantum Fingerprinting function proposed by Buhrman et al [13] . This function uses the composition of n classical bits. The hashing procedure requires d+1 qubits, where d<n for large n (on the example calculations shown in [24] for n=32 authors have obtained d=15 and for n=32768, d=257). The initial state of each qubit is |0>. The next step is executing the Hadamard gate operators on each of d qubits.
After that a set of controlled rotation gate operators is done. The rotation is done always on the additional qubit called a target qubit. The rotation operations are controlled by the qubits and bits of the message. The rotations are done by a specific angle which is determined for each operation by a key. These rotations are done around Y axis on the Bloch sphere. At the end of the hashing procedure, the quantum state of a target qubit is our hashed signature of the message.
The verification of a signature is done by performing the same set of controlled rotations but with negative angles. The measurement of all d+1 qubits should give the result equal to the initial state, that is |0> for each qubit. Otherwise, the verification is not passed.
The protocols
Three AQS protocols [4] [5] [6] were created on the way of the process of simplification. They use the QOTP encryption and they are intended for a quantum message. They require, at the beginning, three copies of a quantum message. A signatory encrypts them using QOTP with a private key. The first message is finally decrypted by a receiver at the end of the protocol if the verification phase is successful (it needs to be decrypted earlier also by an arbitrator). The second message is verified by the arbitrator who, using the Swap Test, compares it with the first message. If the verification is successful, the second message becomes a signature and is sent to the receiver. The third message is teleported to the receiver in AQS protocols with GHZ states [4] and with Bell states [5] or is delivered directly to the receiver with QOTP encryption that has been done using the key shared between the receiver and the signatory [6] . The third message is then verified by the receiver who, using the Swap Test, compares it with the first message (which is now decrypted by the arbitrator). If both verifications (by the arbitrator and the receiver) are successful, the receiver asks the signatory on the public board (thus accepting the signature) to publish a key for the final decryption of the first message.
The AQS protocol with an untrusted arbitrator [7, 8] is intended for a classical message. This protocol uses a classical hashing function for the encryption of a classical message. It also uses a simple encryption algorithm for transcribing classical bits to qubits. The qubits are used here mainly to provide the unconditional security while delivering a signature to the receiver.
At the beginning of the protocol, a signatory adds some additional data to the message such as his and the receiver's ID, a time stamp and a unique random number (to protect against forgery by replacing an original message/signature with the one created before). Then, he encrypts everything using a classical hashing function. The signatory adds the same unique random number to the result of hashing and encodes all the bits to qubits using two keys where one of them is shared with the arbitrator and the second one is shared with the receiver. After receiving the qubits, the arbitrator decrypts them using his shared key and sends the qubits to the receiver. The receiver also decrypts the qubits with his shared key and transcribes the qubits to bits, thus, getting a hashed bit sequence and a unique random number. Without the knowledge of the message and the time stamp, the receiver is not able to decrypt the whole hashed message. He asks the signatory to publish other elements of the hashed message on the public board and, finally, he is able to create a new classical hashed message and compare it with the obtained one from the arbitrator. In this protocol the arbitrator acts as a middleman between the signatory and the receiver. The arbitrator also records all the data from the public board in his memory bank, so he can resolve possible disputes between the signatory and the receiver in the future.
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A signatory sends two -qubit sequences (one corresponding to a message bit 0 and another to a message bit 1) to both receivers. Each qubit in a sequence is in one of four states: {|0>;|1>;|+>;|->}. Both receivers choose to keep or to send the qubit to the other receiver for each qubit in the sequence. Then, they measure each qubit and note the opposite result (this method is called quantum state elimination measurement). For example, if they measured |0> they note |1> and, if they measured |-> they note |+>.
The signatory signs each message bit separately by sending the bit of the message (0 or 1) and the signature as a classical bit sequence that describes the qubit states of a corresponding qubit sequence.
To verify the signature, a receiver compares, for each position in a sequence, the opposite states recorded with the states in the signature. The verification is positive for the states which are different. Because of possible errors and the method used in the protocol of quantum state elimination, the verification might be accepted even if some non-compliance occurs. To handle this situation, thresholds for accepting the comparison are used in the protocol.
The great advantage of this protocol is that it can be done using already available equipment for Quantum Key Distribution and that qubits are measured earlier than in the AQS protocols, so this protocol doesn't require the long time quantum memory.
Other types of Quantum Signatures
For more specific applications, two different types of protocols are being developed: Quantum Blind Signatures and Quantum Proxy Signatures.
In Quantum Blind Signatures, the author of the message sends the encrypted message to a signatory and receives a signed message from him. Then, he can send his message and the signature to a receiver who can authenticate the signature of this message. This type of protocol can be used for voting systems (a voting manager signs the votes but is not the author of the vote) and banking transactions (a bank signs a money transaction but is not the author of it). Some protocols for Quantum Blind Signature were proposed, for example, by Xiaojun Wen et al. [25] and by Tian-Yin Wang and Qiao-Yan Wen [26] .
In Quantum Proxy Signatures, the author of the message, for some reasons, can't sign the message himself (for example because of his illness). He authorizes another person, called a proxy signer or a group of proxy signers, to sign the message on his behalf. Some protocols for Quantum Proxy Signatures were proposed, for example, by Yu-Guang Yang and QiaoYan Wen [27] and by Tian-Yin Wang and Zong-Li Wei [28] .
Conclusions
In the paper, the current knowledge status of Quantum Digital Signature protocols, with its basic principles, phases and common elements such as transmission, comparison and encryption, was outlined. Some of the most promising protocols for signing digital medical documentation, that fulfill the requirements for QDS, were also briefly presented. The implementation of three AQS protocols require the measurement in a standard and diagonal bases with the use of QOTP encryption. It then allows the quantum message to be signed. The implementation of the AQS protocol with an untrusted arbitrator requires a quantum computer capable of executing only the Hadamard gate operation and the measurement in a standard and diagonal base However, it enables signing only classical messages. The QDS protocol with QKD components requires the equipment similar to the equipment used for QKD for its implementation, which is already commercially available. If properly implemented, it provides the shortest lifetime of qubits in comparison to the other protocols. It also enables signing only classical messages, but probably it could be well adopted to implement unconditionally safe protection of medical documentation in the nearest future.
